Advanced Backup Solutions
By David L. Lawrence, RFC®, AIF®
 Keeping your clients information secure and avoiding the possibility of an accidental erasure of critical data are two worries shared by most financial practitioners. Thanks to advances in technology, these can be made to be less worrisome. Let us first look at a traditional backup model. In this example (below) we see the office computer ‘server’ has multiple hard drives, any one or more could be set up as mirror drives; these are drives that mirror whatever is stored on the main hard drive(s). 
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One issue of this traditional model is reliability. Statistics show that one out of every ten hard drives fail each year. In addition, should a fire or other destrcution occur on premises, the data could be lost. Thus, reliance on a  resident backup hard drive alone is considered risky, at best. 

Many firms have opted for a second layer of backup protection. This may involve an external backup device, that can be removed every night (or removable disks that are exchanged periodically). In this area, LaCie (www.lacie.com) has produced a line of SAFE hard Drives, that can hold up to 1 terabyte of information, connected via USB or firewire port to your computer or server. With biometric (fingerprint) access, hardware encryption and a chain lock, the LaCie SAFE hard drive is designed for ultimate security.  At $269.99 (MSRP) or, for 2 Terabytes, $399.99, it is an affordable choice. 

And despite the power and capacity of these devices, it still requires the end-user to remember to unlock and remove the device every night. Most financial offices do not. In fact, they normally schedule automatic backups in the middle of the night to avoid disruption of normal business activities during the day. Thus, the security of holding such information offsite is lost in many cases. 

Another choice has emerged in recent months worth noting. Flash drives, in the past small devices that plugged into a USB port and stored a small amount of information, are not so small anymore. Kingston (www.kingston.com), a leader for many years in memory storage devices, has introduced a large capacity flash drive for enterprises and small businesses. The Data Traveler 300 is a model offered with 256 GB capacity and offers up to 20 mb/sec read and 10 mb/sec write speeds. Designed to work with Vista, it is enhanced for Windows ReadyBoost technology. The DT 300 is appropriate for small businesses and is not yet available in the United States, though expected to be offered here in early 2010. It is currently available in Europe, Africa, the Middle East and most Asian countries. But, at over $900, this could be a pricey choice.
On a more reasonable level, you can get a 128 GB flash drive for under $400. Corsair  (www.corsair.com/products/flash.aspx) offers the Voyager GT, a 128 GB flash drive with really fast read/write speeds, assuming it is plugged into a USB 2.0 port. The device is encased in red water-resistant rubber to protect it from the accident prone. And while some may pause at the price, never fear. The cost of these devices is very likely to drop in the coming months, particularly as newer, larger devices are introduced. One advantage of flash drives is the lack of moving parts. It is not likely to fail like a mechanical hard drive and thus, the reliability factor is increased. Still though, the firm owner must remember to perform the backup of data (potentially on more than one of these if the data stored is large), and then remove the device from the premises every night.

Because of the potential for lost or damaged data, many firms have turned to online backup services. MozyPro (www.mozy.com) is a cost-effective, secure choice for financial advisory practices. MozyPro features  448-bit blowfish encryption at the beginning of the backup process and sends the data encrypted via a 128-bit SSL connection to their data center that stores the data in its native encrypted state. The advantage of such services as MozyPro is the ease of use. It is set up to auto-backup at a pre-selected time and can perform sophisticated block-level incremental backups to save time. It also adjusts bandwidth (throttling) to allow for other critical services to function at the same time. And it works with most every platform. The cost for a desktop license is $3.95 plus 50cents per Gigabyte. For a server, it is $6.95 plus the same 50 cents per gigabyte. Comparing this to the purchase of an external hard drive, with the cost of the hard drive (at $269.99), it would take over 9 months of backup service to equal through MozyPro storing 50 GB of data to equal the hard drive, but with no risk of mechanical failure and no possibility of loss of data.  And, you only pay for what you use, unlike purchasing equipment with large capacities.
Yet another company that specializes in online backup services is Carbonite (www.carbonite.com). Offering the lowest cost, Carbonite is only $54.95 per year per computer, with unlimited storage. Using similar encryption and password protection as MozyPro (though at press time, the details of their encryption technology were not yet made available), users are given the additional step of managing their own encryption key. 

A concern among financial practices is the need to observe SEC and Sarbanes-Oxley (SarBox) compliance standards as it applies to the electronic storage and retrieval of data. And while this takes into account more than just the storage itself, the general requirements are that the storage service:
· Fulfill Sarbanes-Oxley requirements by providing reliable reporting on archived records and by securing stored data from unauthorized access. 

· Ensure that the storage system has an effective storage security system that will track addition and removal of physical storage, and a storage audit system that will track allocation, mounting, and demounting of storage volumes. 

· Be complementary with other compliance initiatives that may affect the company. 

· Work without interrupting business functions and systems. 

· Provide a system that can scale to meet future storage needs and allows for secure migration of stored data.
Ancillary to these points is a file system that can create an audit trail to show when and who may have had access or ability to alter an original document. Also, in cases where client data is captured via a scanner, that the scanned image be imprinted to identify it as an unaltered original. And, while there is much more to SarBox than this, these represent the major issues to address when developing a safe, secure and compliant backup solution for your office that is both cost-effective and efficient.
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