Revisiting Computer Security
By David L. Lawrence, AIF®

I had a situation occur recently with my teenage daughter’s laptop computer that forced me to rethink the way that I look at security on my office computer systems. A Trojan virus appeared on her computer, presumably from her unwise use of the site myspace.com. (she is now blocked from using that site) The virus placed an ad for (ironically) spyware on the computer desktop background. It was particularly hard to get rid of because it resided either on the hard drive or in memory. When in memory, conventional anti-virus softwares would detect it and delete it. The virus on the hard drive would then replicate itself the next time the laptop was booted up. Moving to different anti-virus software did not help in that it was detected in memory, deleted and then replicated. In some instances, after hundreds of dollars of software purchases, it would find instances of the virus on the hard drive and memory and delete both. However, still it came back. 

In frustration, I contacted A+ certified computer technician to help eradicate this menace. $160 later, it was gone. Two days after that, it was back again, owing to the teen’s continued use of myspace.com. I was prepared to reformat her hard drive and start all over when a thought struck me about correcting these kinds of problems. It became apparent that it takes a multiple approach to protecting computer systems, not just one. Anti-virus software may or may not catch everything (most of the time it does not). Anti-spy software can catch more and anti-spam software even more still. Some companies, such as McAfee (www.mcafee.com/us/) offer suites of products for virtually all sizes of companies and/or personal needs. Operated from a central console, McAfee’s Total Protection product offers:
· Anti-spam
· Anti-spyware
· Anti-virus
· Encryption
· Host intrusion prevention
· Messaging and Web security
· Mobile security
· Network intrusion prevention
· System security management
At $52.48 for a two-year license, it is an inexpensive solution for small to medium sized businesses. If you operate in an enterprise server environment, McAfee’s Total Protection for Enterprise may be for you. 

Norton Antivirus is another popular choice, with similar features as the McAfee personal version. Norton Antivirus 2007 offers a two-year subscription for $74.99. 

Key Features include:

	· Detects and removes viruses and spyware 

· Blocks spyware and worms automatically

· Prevents virus-infected emails from spreading

· Finds and removes hidden threats 


But, going back to my teenager’s computer, how did I finally get rid of the Trojan virus? I used a product called SpySweeper (www.webroot.com). At $29.95, it was certainly cost-effective. But, using the product correctly made the difference. First, I loaded the disk into the computer prior to turning on the computer, and then started the computer in Windows “Safe Mode”. (Often by pressing the F8 button) by running a diagnostic version in safe mode, the software was able to detect and destroy the virus from both the hard drive and before it had a chance to load into memory. Then, by loading the regular version and running a full sweep (once rebooted normal mode in Windows), the virus was gone. By then loading McAfee in addition to Spy Sweeper, and setting scheduled scans and/or sweeps each day along with adding pop-up blockers from both Yahoo and Google to Internet Explorer and setting administrative controls for security and blocking unwanted sites (such as myspace.com), I have now protected by daughter’s computer as much as I possibly can from further intrusions. Of course, I lost a few points of popularity with her along the way. 
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